
RENTON POLICE DEPARTMENT 
In f o r m a t i o n  B u l l e t i n  

ATM F RAU D 
On December 4, 2006 Renton officers responded to a 
report of a su spiciou s dev ice attach ed to an A T M  
mach ine. 
 
A n empl oy ee w h o arriv ed to serv ice th e mach ine 
observ ed a su spect beh av ing  su spiciou sl y  near th e 
mach ine.  W h en th e serv ice person l ook ed cl osel y  at 
th e mach ine, h e noticed th at an additional  card sl ot and 
camera h ad been added to th e A T M . 
 
P er th e financial  institu tion, w h en a cu stomer pu ts th eir 
A T M  card into th e added-on th e sl ot ( w h ich  fits ov er th e 
“ real ”  card sl ot) , th e card is “ read”  by  th e added-on 
dev ice.  T h en th e added-on camera, w h ich  is aimed 
tow ards th e k ey pad, records th e v iew  of th e k ey pad as 
th e cu stomer pu nch es in th eir P I N . 
 
S u spect( s)  nearby  w il l  immediatel y  dow nl oad th e 
information to a l aptop or th ey  w il l  remov e th e camera 
and card sl ot reader l ater and dow nl oad th e 
information.  T h e su spect( s)  th en mak e u p frau du l ent 
cards u sing  th e cardh ol der’ s information. 
 
The added card reader and camera were not 
ob v i ou s  to cu s tomers .   S ev eral  card nu mbers and 
P I N ’ s h ad been recorded w ith ou t th e cu stomer being  
aw are of th e additional  dev ices on th e mach ine.  I t 
wou l d b e v ery  di f f i cu l t to tel l  i f  the A TM  y ou  are 
u s i ng  has  b een modi f i ed.  
 
S ome th ing s y ou  can do to h el p prev ent frau du l ent 
activ ity  on y ou r card incl u de:  

A T M  w ith  A dded-on C ard 
S l ot and C amera 

A dded-on C ard S l ot 

A dded-on C amera 

• E ntirel y  conceal  th e k ey pad from v iew  w h en y ou  pu nch  in y ou r P I N . 
• M onitor y ou r accou nt reg u l arl y  for frau du l ent activ ity . 
• U se th e same A T M  for most of y ou r transactions, and be al ert to any  ch ang e in 

appearance of th e mach ine.  I f th e A T M  l ook s different, cal l  th e 8 00-nu mber on th e 
mach ine and report it. 

• I mmediatel y  report any  su spiciou s activ ity  or peopl e in th e area to 9 -1-1. 
 
F or more information on th is ty pe of A T M  F rau d, g o to:  
w w w .snopes.com/ crime/ w arning s/ atmcamera.asp. 
 
A dditional  crime prev ention information is av ail abl e on th e C ity  of Renton w ebsite at  
w w w .rentonw a.g ov . 


